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Introduction 
The list below outlines the methods that should be used to carry out datacentre related tasks during the 
current Coronavirus lockdown. In all cases, where asked to notify the IS datacentre management team (DMT), 
please use is-datacentre-mgmt@mlist.is.ed.ac.uk and include a contact phone number.  
Where asked to notify the ACF, use datacentremanagement@acf.ed.ac.uk. 
 
This guidance should be read in addition to the normal working practices documents issued by the ACF and ISG 
Datacentre Management for safe working in the University Datacentres. 
 

General Principles 
The general principles behind this document are maintenance of the service provided by the IS datacentres 
and minimising the risk of Coronavirus infection while carrying out those activities. 

• Access to the datacentres must be arranged in advance with the appropriate team and this will be 
logged electronically. In cases where work in a datacentre has already been arranged for that time, 
you will be asked to reschedule access. Staff must sign in when accessing the IS area at JCMB, 
including the datacentre. 

o With regard to the IS datacentres, the Datacentre Management Team must be notified in 
advance of any person entering the machine rooms or Secure Corridor (including machine 
rooms, plant rooms, unboxing area, datacentre store and Secure Corridor, but excluding the 
surrounding office corridor) by email to <is-datacentre-mgmt@mlist.is.ed.ac.uk>. Contact 
details of everyone who will enter these areas must be provided in advance. 

o With regard to the ACF Datacentre, ACF Datacentre Management must be notified in 
advance of any person wishing access to the Computer Rooms (by email to 
<datacentremanagement@acf.ed.ac.uk>. Contact details of everyone who wishes to enter 
these areas must be provided at least 2 days in advance of the intended visit. 

• In all cases, the minimum number of staff required to complete work should enter the Computer 
Rooms. 

o Where possible, limit activity to a single person in the Computer Room at any one time. In 
cases where more than one person is required (such as working at height, or working with 
overhead electrical sockets), 2m separation must be maintained unless a separate risk 
assessment is undertaken, and suitable PPE used. 



o From Tuesday 5 January 2021 until further notice, no more than one group of staff may 
enter or work in the machine rooms or datacentres at any one time. This group may 
comprise a maximum of four individuals. 

• Staff are individually responsible for ensuring that they adhere to normal fire safety rules and, if the 
fire alarm should sound, to make their way safely to the muster points outside the building by the 
nearest exit. If you are monitoring a visitor, you must ensure that they are evacuated. 

• Any member of staff who has displayed symptoms of Cornonavirus infection should follow 
government advice on isolation and staying away from the workplace, e.g. should not enter the 
datacentre until they have been clear of symptoms for 7 days. 

• Ensure all staff wash their hands or use the hand sanitiser provided as they enter the building, as well 
as throughout the day on a regular basis and prior to eating. 

• In line with Scottish government guidance issued in October 2020, staff must wear a face covering 
when on site at the Mary Somerville datacentre (and the surrounding IS office area), the Appleton 
Tower datacentre, and the Advanced Compute Facility. 

• Suitable Personal Protection Equipment is provided in the datacentres for University staff use. Visiting 
contractors should supply their own. PPE provided includes but is not limited to: 

o Suitable face coverings. A face covering should be used at all times when in a shared spaced 
on site at the Mary Somerville datacentre (including the Secure Corridor and office corridor), 
the Appleton Tower datacentre and the Advanced Compute Facility. Staff working in 
segregated office spaces are not required to wear face coverings. Staff may use their own 
face coverings if they have them. 

o Disposable nitrile gloves for handling deliveries. 
o Non-disposable gloves for staff handling heavy items. Such gloves should not be shared 

between staff without thorough cleaning. 
o Suitable hearing protection 
o Disposable shoe covers. 
o Hand sanitizer or soap and water for hand-washing. 

• Staff are reminded that the PPE provided by IS & ACF is for the use of staff when working in the IS & 
ACF datacentres, and is not intended for use in other work at other sites. 

• Anyone entering the ACF's machine rooms, or IS's datacentres is strongly advised to have the Protect 
Scotland app installed on their smartphone, if it is capable of running this app. 

Method statements 
 

Activity Risk Method Statement 
Accept 
delivery 

• Risk of infection • Datacentre Management should be notified of 
intended delivery dates via appropriate email 
address (<is-datacentre-
mgmt@mlist.is.ed.ac.uk> or 
datacentremanagement@acf.ed.ac.uk) 

IS Datacentres 
• Datacentre Management team will inform 

Security and ask them to unset alarm 
• Notify Datacentre Management team that 

you’re attending datacentre 
• Attend delivery 
• Maintain 2m separation 
• Spray and wipe down package with 

disinfectant solution if possible. Wash hands 
or use Hand Sanitiser.  

• Notify Datacentre Management team upon 
leaving datacentre 

Replace failed 
component 

• Risk of infection • Notify DMT that you’re attending datacentre, 
including equipment being worked with, and 
rack location 



• In IS Datacentres, Datacentre Management 
team will inform Security and ask them to 
unset alarm 

• When taking in deliveries, wear disposable 
gloves when handling components. 

• Replace component 
• Maintain 2m separation from other staff. If 

this is not possible, notify line manager and do 
not proceed 

• Any replaced component must be removed 
from the datacentre 

• Remove and dispose of all packaging using 
waste hoppers outside datacentre entrance 

• Notify DMT upon leaving datacentre, including 
a note of any other racks worked in 

Installation of 
new server or 
other 
equivalently 
sized 
equipment e.g. 
network 
switches and 
storage 
systems 

• Risk of infection 
• Business continuity 

• As per normal working practice, installation of 
new servers or storage enclosures should be 
planned and agreed in conjunction with either 
ACF management, or IS’s Datacentre 
Management Team. 

• Once planned installation is agreed, notify 
DMT when you’re attending the datacentre, 
including racks you’ll be working in 

• In IS datacentres, Datacentre Management 
team will inform Security and ask them to 
unset alarm 

• Wear disposable gloves when handling the 
components and dispose of correctly once 
used. If heavy items are being handled and use 
of heavy protective gloves is required. These 
should be thoroughly cleaned after each use. 

• Use the supplied hoist for moving bulky/heavy 
items into position for installation. Only staff 
with Manual Handling training and who have 
been trained in the use of the hoist should use 
it 

• Maintain 2m separation from other staff. If 
this is not possible, notify line manager and do 
not proceed until a specific risk assessment is 
undertaken. Additional PPE may be deemed 
necessary before work may proceed. 

• Remove and dispose of all packaging using 
waste hoppers outside datacentre entrance 

• Notify DMT upon leaving datacentre, including 
any racks worked in 

Removal of 
server for 
decommission 

• Risk of infection 
• Business continuity 

• Notify DMT that you’re attending datacentre, 
including equipment being worked with, and 
rack location 

• In IS Datacentres, Datacentre Management 
team will inform Security and ask them to 
unset alarm 

• When taking in deliveries, wear disposable 
gloves when handling components. 

• Remove equipment 



• Maintain 2m separation from other staff. If 
this is not possible, notify line manager and do 
not proceed 

• Any equipment removed must be removed 
from the machine room 

• Notify DMT upon leaving datacentre, including 
a note of any other racks worked in 

Commissioning 
of rack 

• Risk of infection 
• Business continuity 

• Installation of power 
o Installation of cabinet PDUs should be 

carried out by competent members 
of the datacentre management team 

o Unless the PDU is coming from our 
stock, it should be left clearly labelled 
in the unboxing area outside the 
datacentre 

o In IS Datacentres, DMT to notify 
Security work will be taking place in 
datacentre, and ask them to unset 
alarm 

o Proposed rack and date of installation 
should be agreed with DMT 

o Staff carrying out the installation 
should notify DMT when attending 
the datacentre 

o Staff should maintain 2m separation 
at all times. 

o Where possible, one member of staff 
should carry out the installation, with 
second member of staff checking 
installation and acting as safety 
person 

o In the Mary Somerville Datacentre, if 
connecting the PDU to the Green 
power line, power kill switches are 
found on the row-end distribution 
boards for use in an emergency. No 
kill switches are available on the Grey 
power line. 

o Remove and dispose of all packaging 
o Notify DMT upon leaving datacentre, 

including any racks worked in. 
• Installation of networking 

o Installation of networking equipment 
should be carried out by staff from 
Communications Infrastructure 
Services 

o Staff carrying out the installation 
should notify DMT when attending 
the datacentre 

o Staff should maintain 2m separation 
at all times. 

o Notify DMT upon leaving datacentre, 
including any racks worked in 

Installation of 
copper or fibre 
cabling 

• Risk of infection 
• Business continuity 

• Unless agreed with Datacentre Management, 
this work should only be carried out by staff 
from CIS. 



• Staff must notify DMT when attending the 
datacentre, including a brief description of 
work. 

• In IS Datacentres, Datacentre Management 
team will inform Security and ask them to 
unset alarm. 

• If installing cabling in overhead trunking, staff 
must use stepladders and adhere to “working 
at height” safety measures. 

• Where possible this work should be carried 
out by a single member of staff but, where 
multiple members of staff are required, 2m 
separation must be maintained. If 2m 
separation is not possible then stop and speak 
to a line manager to undertake a risk 
assessment for the task and, if necessary, use 
additional PPE. 

• Notify DMT upon leaving datacentre, including 
any racks worked in. 

Emergency 
access by 
Estates staff 

• Business continuity 
• Risk of infection 

• Notify the DMT 
• Notify Security on 650 2257 
• For ACF Building. Notify Easter Bush Security 

on 651 07351 
Hot desking • Risk of infection • Unless temporary work in support of an 

installation, the hot desking room should not 
be used. If hot-desking is required to be used, 
local cleaning regime must be adhered to. 

Food and drink  • Risk of infection • Food and drink is not permitted to be 
consumed in the datacentre in normal 
circumstances anyway but during the period 
of the pandemic food and drink must not be 
brought into the building and must be 
consumed elsewhere and any waste disposed 
of off campus. 

ACF 
• In addition, any provided services, onsite, will 

be restricted to minimum H&S needs – ie, hot 
& cold water only and washing facilities 

• There will be a 1 out and 1 in policy for any 
use of kitchen areas.  

Toilets • Risk of infection IS Datacentres 
• The toilets in the datacentre at JCMB are for 

the exclusive use of ISG and Estates staff. All 
visitors should use the toilets in the main part 
of the building. The toilet in the basement of 
AT should be for the exclusive use of ISG and 
Estates staff. All visitors should use the toilets 
on the main concourse. 

ACF 
• At the ACF, toilets will be single use, with one 

out and one in at any given time. 
Managing 
visitors 

• Risk of infection 
• Business continuity 

• Where possible limit the times where external 
engineers & visitors need to attend i.e. have 
delivery of parts arranged and do self-install 

• Where attendance by external staff cannot be 
avoided ensure beforehand that the intended 



visitor has no symptoms of ill-health or within 
their family in the last 14 days 

• All visits must be notified to DMT 
• Maintain 2m separation at all times 
• Visitors are expected to maintain good 

hygiene standards including recommended 
hand hygiene practices. 

• Notify DMT when the visitor(s) leave the 
datacentre and also when those monitoring 
them leave 

• Installations may be rearranged at short notice 
if access is needed to machine rooms for 
maintenance. 

• Personnel numbers in ACF Computer Rooms 
must be kept to a minimum at all times and 
agreed with Data Centre Management. In all 
other Computer Rooms maximum number of 
personnel will be limited to 3 at any one time. 

IS Datacentres 
• Visitors are not permitted in the office spaces 

at the Mary Somerville Datacentre in JCMB 
ACF 

• At Reception, 2m distancing must be 
maintained at all times. This may require 
visitors to wait outside to await safe entry.. 

• Screens are fitted on Reception desk for the 
safety of site staff and visitors. 

• All access cards will be wiped down with 
disinfectant solution before and after use, and 
on a daily basis. 

• Hand gel sanitisation dispenser will be 
available throughout the building and should 
be used when passing through all appropriate 
doors and sections.  

Dealing with 
waste 

• Risk of infection • All disposable PPE e.g. gloves, face coverings, 
overshoes, ear protection must be disposed of 
in the marked waste bins provided All other 
waste should be disposed of as normal in the 
bins provided and sorted appropriately 

Additional 
cleaning 

• Risk of infection • Some common use surfaces and touch points 
will have additional cleaning performed e.g. 
door handles, swipe lock keypads and rack 
handles that will have been opened 

• It is vital that a record is maintained of all 
racks worked in on a particular day and by 
whom so that cleaning can be carried out 

• Cleaning will be undertaken between visits 
with a wipe down of these surfaces. 

Additional 
signage  

• Risk of infection 
• Staff awareness 

IS Datacentres 
• Additional signage will be put in place at 

datacentre entrances to remind staff to: 
• Maintain distance 
• Use and dispose of PPE safely 
• Wash hands thoroughly 
• Notify DMT of leaving the datacentre and 

what work was done and what areas accessed 



ACF 
• Clear information around site. 
• Use of Security airlocks may require a 1 in 1 

out process to be adopted to maintain 2m 
distancing. 

• Perspex screens to mitigate risks where 
possible. 

• One-way system, entry and exit only points 
and other appropriate signage is in place. 

 


